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We use technology to enrich learning while keeping children safe, healthy and protected. This policy applies to all staff, students/trainees, volunteers, governors/committee members, visitors and parents/carers when using any digital media or internet‑enabled device (PCs/laptops, tablets, wearable devices, cameras, staff phones), whether owned by the setting or personally owned but used on premises or for setting activities.
This policy sets out how we:
· Meet statutory safeguarding and welfare duties for children, including online safety, in line with the EYFS framework.
· Comply with the Prevent Duty for childcare.
· Process children’s data lawfully under UK GDPR and Data Protection Act 2018 and the ICO’s Children’s Code.

As a setting we will:

· Model good online behaviours.
· Check apps, websites, and games before allowing children to use them.
· Ensure safety modes and filters are applied. 
· Ensure over‑blocking does not unreasonably restrict curriculum delivery, allowing practitioners to request access to safe educational material. 
· Ensure online safety is part of safeguarding, with clear reporting to the DSL and recorded actions.
· Maintain appropriate web filtering to block illegal, harmful and inappropriate content without unreasonably restricting teaching/learning, and monitoring strategies to identify and act on concerning activity.
· Monitor all users on all setting‑owned devices.
· Review filtering and monitoring effectiveness twice a year, including random safety spot-checks each term, recording findings and actions taken.
· Personal child devices are not used in the setting unless part of agreed SEN support and risk‑assessed.
· Only use setting equipment to take consent obtained, images used/stored securely and never posted to personal accounts.
· Ensure staff training and policy compliance.
· Ensure practitioners receive induction training when they start and regular refresher sessions to help them stay up to date on online safety, the Prevent Duty, data protection, and how to use our filtering and monitoring systems safely.
· Not allow students or volunteers to supervise children while using devices. 
· Vet and supervise visitors who use technology with children; speakers must follow our safeguarding/online safety rules.
· Share guidance with parents/carers on age‑appropriate apps, screen time, supervision and privacy settings, drawing on DfE early years internet safety advice.
· Passwords kept secure; devices auto‑lock; no unauthorised software.
· Photos/videos: parental consent recorded; images stored per retention schedule; deletion on leaving; no facial recognition/biometric features enabled in children’s apps.

Our staff will:
· Always supervise use to support communication, language, literacy, numeracy, creativity and understanding the world. 
· Check apps, videos and games before use, selecting trusted educational resources and enabling safety modes.
· Encourage children to use technology in active ways and avoid long periods of sitting still. When screens are used, we make sure activities include movement and hands‑on learning. 
· Ensure children learn foundations of safe, kind and responsible online behaviours, with adults modelling good practice.
· Teach and reinforce age‑appropriate rules: asking for help and staying on agreed apps. 
· Supervise closely and stop and redirect if content is unsuitable. 
· Discuss and decide what content is age appropriate and safe for use and what should be blocked content.
· Any inappropriate content that is access is reported to the DSL and documented so checks/alerts are acted upon. 
· Never uses personal devices for taking images or storing children’s data.
· Never send photos or videos from the settings devices to personal devices.
· Store away personal devices during sessions except for emergency use approved by the DSL. 
· Report any concerns immediately to DSL.
Prevent Duty (Risk of Radicalisation)
We have due regard to the need to prevent people from being drawn into terrorism. Our approach covers risk assessment, partnership working, staff training, and IT policies to reduce exposure to extremist material online. Also see Prevent Policy.
Lawful Processing (UK GDPR/DPA 2018)
We process children’s personal data lawfully, fairly and transparently; collect only what is necessary; keep accurate; store for no longer than needed; and secure with appropriate technical/organisational measures.
We sometimes need to use children’s information because the law requires us to keep them safe. In these situations, we don’t ask for consent because doing so could delay us from protecting a child.
Where we use online services (apps/platforms) likely to be accessed by under‑18s, we expect providers to conform to the ICO Children’s Code.
Incident Response
If harmful content is accessed or an online concern arises:
1. Stop activity, reassure child(ren).
2. Record details (device, time, URL/app, what was seen/done).
3. Report to DSL immediately; DSL reviews filtering/monitoring logs.
4. Decide action: inform parents where appropriate; refer to children’s social care/Channel/Police if risk of significant harm or terrorism; preserve evidence.
5. Data: if a personal data breach occurs, follow DfE/ICO procedures, including notification timelines.
Do:
· Supervise all device use; stick to approved content; use setting equipment only.
· Report any concerning online activity to the DSL immediately; log details.
· Keep data secure; use strong passwords; lock screens; store images in approved folders.
Don’t:
· Use personal phone/camera for children’s images or messages.
· Override filters without authorisation from DSL’s or manager.
· Share children’s data outside approved, lawful purposes.



We work in regard to the following:
· EYFS statutory framework 
· Keeping Children Safe in Education (Sept 2025)
· DfE Meeting Digital and Technology Standards in Schools and Colleges
· Prevent Duty 
· Early years online safety guidance 
· Data protection 
· ICO Children’s Code
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